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ADD A CREDENTIAL

Follow these steps to add a new personnel record credential.

o Open the Management menu and select Personnel.
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9 Open the Add drop-down menu and select Single-Screen Wizard.

Personnel - Entré - LICENSE EXPIRES ON: 12/31/201°

File Edit Mavigation Monitoring Management Configuration Advanced Window Help
& Add.. - ~ = Group Edit ~ (=) Report... 3=:€>Filter‘.. ~ # Return Badge... (\ Search =

Last Nam £ Add (Advanced)... Personnel ID  Personnel ... Status Badges Key Credential
S apBOTT I, Single-Screen Wizard... 197 Active 198
£ ALLBEE |y CSVImport Wizard.. 79 Active 80
=
& AMADOR Default Operation » 128 Active 125
. AMDERSE. 38 Active 29
%, ANDERSON CORINNA 12 Active 13
a8 ALIDDCCCE] LACDN = Lk ol

e Enter any relevant information for the user.
& Add - Personnel Record - e - — [ ==

[] Save and Close (=) Report...

Photo Vital Contact

First name: Address | Phone | Email

Last e [Fome. |Work_[ 0ther |
Linel:
City: State: |
Export... Zip: Country:

Clear I

Occupational

Title in organization: User ID:
Personnel type: - Status: | Active -
I Organization: ~ Department: -

| Credentials

| | B |Keys | Parking Passes | Logins | Support Documents|
||
# - FoAdd. + 44 Columns... [ Add Unassigned... 4 Assign Temporary...
Card = Validity Expires Access Levels |
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In the Credentials section, open the Add drop-down menu and select

Single-Screen Wizard.

2 Add - Personnel Record ‘ —

— —

C=NRel X"

L] Save and Close (=) Report..

Photo Vital

Contact

Firstname:  Allen Address | Phene | Email
Lastname:  Burton Home | Work | Gther
City: State: |
Capture... Clear I
Occupational
| Title in organization: UserID:
Personnel type: - Status: | Active -
I Organization: ~ Department: -
|| Credentials
| Badges |Keys | Parking Passes | Logins | Support Documents|
y v 4 hdd. ~ 4 Columns... [EF Add Unassigned... 4 Assign Temporary... |
| Card# | [} Add (Advanced)... s Access Levels
I [/ Single-Screen Wizard... ’
Default Operation »

Assign a Card # and User Code to the credential.

Add - Single-Screen Wizard

[E=pEm—=

(L] Save and Close (=) Report...

General User Code
Read... | [Generste | [Encode | User code: 4315¢] | [generate... | -
Hot stamp: Panels downloaded to
Facility code: 0

Grant One Free APB Pass

Badge type: [Standard

Linked temp. card #:

Assigned to: Burton, Allen View... | [ Select.. | [ Clear
Valicity: [ Active -
Watch level: -
Effective: Time:
Expires: Time:

Assign a User Code Profile to this badge in the Privileges section.

Privileges

User Code Profiles | Access Level Groups
’ EF New... ” :«=:€>Fi|ter... ] (_-‘ Search

4 O an

s [ 2960L I
] % Arming Profile
[Z % Door Access Profile I
] ¥ Management Profile

Click Save and Close on both open windows.
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ADD A BADGE

Follow these steps to add a badge to an existing personnel record.

0 Open the Management menu and select Personnel.

E Start Page - Entré - LICENSE EXPIRES OM: 12;’31;’201;
File Edit Mavigation Configuration  Advanced Wind

Badges
Departrents

Organizations

., Personnel |

~ Navigation V "4 User Code Profiles and Security Manag
E o t .

L Quicklaunch S Andit Trail ENLErpriSe access C

Locate the record that will be updated.
Note: You can quickly find any personnel credential by using the Search field.

Personnel - Entré - LICENSE EXPIRES OMN: 12/31/201

File Edit Mavigation Meonitoring Management Configuration  Advanced Window  Help

# Edit.. = ' Add.. ~ 3 Disable = ' GroupEdit ~ [=)Report.. <@ Filter.. = ' Retum Badge.. © Search =~

Last Mame First Mame Personnel ID Personnel ...  Status Badges

' Burton Allen 121281640 Active 214

Double-click the record or highlight the record and select Single-Screen
Wizard from the Edit drop-down menu.

E Personnel - Entré - LICENSE EXPIRES ON: 12{31!2@

File Edit Mavigation Monitoring Management Configurati

*/ Edit.. ~ 4 Add.. = 3 Disable = '= GroupEdit -

2 Edit (Advanced)... Marme Perso
[, Single-5creen Wizard... I 12128
Default Operation »

e In the Credentials section, open the Add drop-down menu and select
Single-Screen Wizard.

Personnel type: | = Status: | Active

Orgznization: + Department:

Credentials

Badges | Keys | Parking Passes | Logins | Support Documents |
# Add.. ~ 4# Columns... [Ef Add Unassigned.. 4 Assign Temporary... i

Cord2 | [£¥ Add (Advanced).. s Access Levels

4 Single-Screen Wizard... |

Default Operation »
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6 Assign a Card # and User Code to the credential.

'n Add - Single-Screen Wizal lE Ehg
(5] Save and Close (= Report...
General User Code
| Card® 214 | Read... Generate | | Encode... |User code: 43156 ” Generate... ] -
Hot stamp: Panels downloaded to
Facility code: 0

Grant One Free APB Pass

Badge type: [Standard

6 Assign a User Code Profile to this badge in the Privileges section

Privileges

User Code Profiles |Access Level Groups|
’ [Ef New... ” o Filter.., ] i Search

4 OD Al
4 O 29600
% Arming Profile
. Door Access Profile

Of=e=

% Management Profile

6 Click Save and Close on both open windows.
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REMOVE A BADGE

OR CREDENTIAL

Follow these steps to remove an existing badge or personnel credential from the system.

0 Open the Management menu and select Badges.

= Start Page - Entré - LHCENSE EXPIRES ON: 12/31/201

File Edit Navigation Configuration  Advanced Wing
I[g Badges
« @l Departments

§ = Organizations

Locate the badge that will be updated.
Note: You can quickly find any personnel credential by using the Search field.

Badges - Entré - LICENSE EXPIRES ON: 12/31/201

File Edit Mavigation Monitoring Management Configuration  Advanced  Window Help

& v 4 Add.. - v = Group Edit  (=]Print v (=) Report.. i Filter.. ¥ 4 ReturnBadge.. © Search =
Card # Assigned to Validity Expires Access Levels
B 24 Burton, Allen Active

Double-click the badge, or highlight the badge and select Single-Screen
Wizard from the Edit drop-down menu.

Badges - Entré - LICENSE EXPIRES ON: 12/31/2017 |

File Edit MNavigation Monitoring Management Configurati
#{ Edit.. + 4 Add.. «~ 3 Disable - ‘= GroupEdit -

& Edit (Advanced]... ned to Validity
| #  Single-Screen Wizard.., |n, Allen Active
Default Operation r

Q Uncheck all boxes in the Privileges section to remove profiles assigned to the badge.

Privileges

User Code Profiles | Access Level Groups
’ EY New... ” :=::>Fi|ter... ] & Search

4 O Al
a []f 29600 I
[7] 5 Arming Profile
S Door Access Profile I

7] %1 Management Profile
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Click the Clear button to the right of the Assigned to field, then click Yes to confirm.
Note: Before continuing, take note of the Card # field.

[] Save and Close (=) Report...
General User Code
Card #: 214 Read... Generate | | Encode... User code: 41695 -
Hot stamp: Panels downloaded to
Facility code: 0 Entre Demo - 214
Badge type: [Standard ']
Linked temp. card #: [ Clear |
Assigned to:  Burton, Allen I View... ] [ Select... “ Clear I
Watch | .
Effes 191 Are you sure you want to clear the assignment of this badge?
) .
Partif| e
Commel
Badge Printing Privileges
Design: Print... [+ User Code Profiles ‘A((e;; Lewvel Groups‘
[Ef New... o Filter... £ Search
4 [O5 Al
a4 [ 2960L

[C] 51 Arming Profile
[7] 9 Door Access Prafile
[C] % Management Profile

6 Click Save and Close.

Open the Filter drop-down menu, hover over Presets and then select Inactive Badges.
Note: You can quickly find any badge by entering the Card # in the Search field.

File Edit Mavigation Monitoring Management Configuration  Advanced Window Help
& v # Add. - v '® Group Edit | (5] Print |5 Report... :{=::> Filter.. + 4 Return Badge... L-\ Search -
Card # Assigned to Validity Expires Me Filter
Ej 2 ATKINSOM, RANDY Active v Default Filter
B 3 ATKINSON, RANDY Active e Presets , || Inactive Badges ||
i 4 WASHINGTON, GEO Active Fr=n e e
i s JEFFERSOMN, THOMAS Active o
. Edit Filter...
& [ JEFFERSOM, THOMAS Active
B 7 AMDRESEN, LACEY Active MecHolvers
FE HERNANDEZ, CENDI Active 4t Columns.,
E} 9 ZIESEMER, ROSS Active
i 10 SHAME, STEVE Active
B 1 LARA, MELISSA Active
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e Right-click the badge and select Delete.

E Badges - Entré - LICENSE EXPIRES ON: 12!314’201!

File Edit Mavigation Menitering Management Configuration A

Edit... ~ Add... ~ ¥ Disable + "= GroupEdit ~ [=)Pri
r'd & = P =

Card # Assigned to Validity
&l - ' Edit.. o
Ef Add.
Disable
Iﬁ Delete I

i@i Columns..,

= View Recent Events...

@ If a new badge is being assigned, follow the steps outlined in the Add a Credential
section.

If the personnel record is no longer needed, the record should be disabled.

Disable a Personnel Record
a. Open the Management menu and select Personnel.

R=y Start Page - Emtré - LICENSE EXPIRES OM: 12/31/201

_

& Badges

File Edit Mavigation Configuration

Organizations

I .. Personnel

—

~ Mavigation W s User Code Profiles
= [
{l, Quick Launch o4& Audit Trail ]
~ Monitoring N D Reports [
. To learn more about Entre go to: ht]
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b. Find the record that will be disabled.
Note: You can quickly find any record by using the Search field.

u Personnel - Entré - LICENSE EXPIRES ON: 12/31/201

File Edit Mavigation Monitoring Management Configuration Advanced Window Help
# Edit. = 4 Add.. - 3 Disable = '= GroupEdit = [=)Report.. T Filter.. + 4 Returnk
Last Mame First Mame Perzonnel ID Perzonnel ...  Status
‘i Burton Allen 121281640 Aetines
B Edit..
Ef  Add..
|3 Disable
¥ Delete
ll] iJ\],i Columns...

c. Right-click the record and select Disable, then click Yes to confirm.
Note: Do not manually set the badge validity to inactive or make any
changes to badge validity.
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VERIFY YOUR CHANGES

After you add or remove a badge or credential, it is important to verify that your changes
were sent.

Open the Monitoring menu and select Events.

E Start Page - Entré - LICENSE EXPIRES ON: 12!31:’201!!

|
1

File Edit Management Coenfiguration

Alarms

Event Photos

Events l

Dewvice Status 3

tre, DMP's Access

Maps

Open the Filter drop-down menu, hover over Presets and then select
Credential Changes.

TGS |

File Edit Mavigation Monitering Management Configuration Advanced Window Help
5 Scroll Lock . Clear List =7 Report.. ** Columns.. 2o Filter.. = © Search =
Time Description Mo Filter Device Personnel
B 1/23/2017 16:14:20 Panel offline: Communication | Default Filter Entre Demo
L 172372017 16:13:46 Panel: User Code Presets » L‘,l Credential Changes
;l' 1/23/2017 16:13:37 Panel: User Code Sync Failure Preset Manager... T ERTrE EMD
AL 172372017 16:13:28 Panel: User Code Sync Failure Edit Filt Entre Demo
. it Filter...
A 172372017 16:13:20 Panel: User Code Sync Failure Entre Demo
AL 172372017 16:13:11 Panel: User Code Sync Failure s Entre Demo
L1 172372017 16:13:03 Panel: User Code Sync Failure Entre Demo

If the events show a Remote programming complete system message, the user code
changes have been sent to the panel.

Note: Compare the name in the Device Column to the name of the panel to confirm.

B £vents - Entré - LICENSE EXPIRES ON: 12312017

File Edit Mavigation Monitoring Management Configuration Advanced Window Help
L Seroll Lock . ClearList [ View.. [=Report.. %# Columns.. o Filter.. ~ € Search =
Time Description Device
B 1/23/2017 16:14:20 Panel offline: Communication failure Entre Demo
A 172372017 16:13:46 Panel: User Code Sync Failure Entre Demo
AL 172372017 16:13:37 Panel: User Code Sync Failure Entre Demo
A 1/23/2017 16:13:28 Panel: User Code Sync Failure Entre Demo
AL 172372017 16:13:20 Panel: User Code Sync Failure Entre Demo
A 1/23/2017 16:13:11 Panel: User Code Sync Failure Entre Demo
L1 1/23/2017 16:13:03 Panel: User Code Sync Failure Entre Demo
o8 1/2372017 16:06:43 Panel command succeeded: Download Configuration 2960L
B 1/23/2017 16:06:43 Panel: Online Entre Demo
o8 172372017 16:06:34 Panel command: Download Configuration 2960L
Bl 1/23/2017 16:06:01 Systemn message: Remote programming complete Entre Demo
1/23/2017 16:05:41 System message: Remote programming complete Entre Demo
B 1/23/2017 16:05:37 Panel: Online Entre Demo
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If the events show a User Code Sync Failure or Panel offline: Communication failure
system message, there is a communication problem between Entré and the panel. You
will need to restart the panel to resolve this issue.

File Edit Mavigation Monitoring Management Configuration Advanced Window Help
L Seroll Lock . Clear List =) Report.. % Columns.. @ Filter.. & Search =
Time Description Device
B 1/23/201716:21:21 Systern message: Remote programming complete Entre Demo
B 1/23/2017 16:21:20 Panel: Online Entre Demo
B 1/23/2017 16:14:20 Panel offline: Communication failure Entre Demo
L 1/23/2017 16:13:46 Panel: User Code Sync Failure Entre Demo
AL 172372017 16:13:37 Panel: User Code Sync Failure Entre Demo
AL 1/23/2017 16:13:28 Panel: User Code Sync Failure Entre Demo

Restart the Panel
a. Open the Configuration menu and select Hardware - Tree.

Start Page - Entré - LICENSE EXPIRES ON: 12/31/201
File Edit Mavigation Menitoring Management Advanced Window Help

Hardware 4 Hardware - List

Calend |_;| Hardware - Tree |
alendars

Panel Schedules

Software Schedules

EMmM.

Welcome to Entre

+ Navigation

Operator Profiles
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. Management Sys| asy-to-use application,
+ Monitoring -
) To learn more ab Badge Designer
L Alarms Dicital bdepiann (@ Map Editor Lodes Lot ice Cotro (=

b. Locate the panel to which the codes are being sent.

c. If the panel shows as offline, right-click the panel, select Panel Control, and
then select Start.

If the panel shows as online, right-click the panel, select Panel Control, and
then select Restart.

File Edit Mavigation Monitering Management Configuration Advanced Window Help
&7 Edit.. [Ef Add ~ 3 Disable ~ & View = }:b Filter + 5 Export.. 2 Commands ~ (.\ Sea
a i 2960L

4 ﬁ localhost - Driver Manager localhost [Started]
4 'i;?j localhost - DMP Driver [Started]
a | 192.168.60.61 - Entre Demo [Offlinel
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[T 1.01 - FRONT DOOR [Unkne Set Time
|, 1.02 - STOCK ROOM [Uiin Panel Control 5 Restart
,:‘ 1.01 - Output 1 [Unkno anel-onte -
{3 L.OGL - Untitled Output e~ Panel Configuration oSt
3 localhost - Historical Events Driver Stop

£5¢ localhost - Autemation Driver [Star

Systern - Arm...
Systemn - Disarm
System - Lockdown
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d. If the panel starts and shows as online, the codes will be sent, and the
Remote programming complete message will display in the Events module.

If the panel will not start or show as online, refer to the troubleshooting flow
chart on the next page. You can also contact your IT department for further
assistance.

Note: Do not attempt to manually download configuration to the panel.
This will cause users to be duplicated in the panel.
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Panel is "Offline” in the Hardware Tree

Right-click the panel
Select"Panel Control”
then "Start”

Can Remote Link
connect to the panel on
port 20117

Continue with panel and user

configuration No Contact IT for further assistance

Yes

Is the panel an
XR100/500 or
XR150/5507

Disarm panel from Remote Link

XR150/550 Try to bring panel online in Entre

Is the panel in alarm?

XR100/500

Are events from
the panel showing up
in Entre?

\

Yes KContact IT for further assistance

Is the Entre
information in Remote
Options correct?

Yes Update any incorrect information
Try to bring panel online in Entre

Does Remote
Link account number
maich Entre account
number?

Yes

Is there an Entre
Fassphrase in Remote
Options?

Does it match the
passphrase in Entre?

! Yes

o any other panels
have the same account
number?

Caontact IT for further assistance
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